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Al Fraud Detection

How Much Privacy Should We Trade for Security?
STUDENT HANDOUT — ENGLISH

REAL-WORLD CONTEXT

Banks increasingly use Al to detect fraud by analysing large amounts of customer data. Beyond normal transaction records, such
systems may draw on device information, location patterns, online behaviour and other digital signals. These tools may improve security,
but they also raise questions about privacy, proportionality, false suspicion and whether people should be able to challenge automated
restrictions.

The Case

A Hong Kong bank introduces an Al fraud-risk system to identify suspicious customer activity.

The system analyses a wide range of information, including transaction history, spending patterns, GPS/location data, login and
device information, online shopping behaviour, credit information and selected social-media or network signals. The bank argues
that combining many data points allows the Al to detect fraud earlier than traditional methods.

Customers judged “high risk” may face delayed transfers, temporary account restrictions or additional checks before accessing
funds. In some cases, these controls may be applied before any human investigation has taken place.

The bank says the system protects customers and the financial system from fraud. Critics argue that risk is not the same as guilt,
that some data may be irrelevant or excessively intrusive, and that customers may not know why they have been flagged or how to
challenge the decision.

The bank must decide how much data it should collect and how much decision-making authority should be given to the Al system.

CORE QUESTION

How much personal data should a bank be allowed to use for Al fraud detection, and when should human review be required before
restricting a customer's access to money? Defend your judgment using evidence from the case and seriously consider a strong opposing
view.

Choose a Learning / Assessment Task

¢ Class discussion: Which types of data seem necessary for fraud prevention, and which seem excessive? Explain why.

o Short reflection (250-350 words): Decide whether the bank's system is ethically acceptable. Give reasons, address one strong
counterargument and state any safeguards you would require.

e Structured argument (500-700 words): Present the strongest case for broad Al fraud monitoring and the strongest case for privacy and
due process, then defend your own judgment.

* Small-group debate: One group argues that security justifies broad data use; another argues that privacy and human review should
sharply limit the system.

¢ Policy task: Design a bank policy covering data minimisation, risk thresholds, human review, explanation, appeal and temporary
restrictions.

Before You Decide

Ask yourself: Is data available to a bank necessarily data it should use? Is a high-risk score evidence of wrongdoing or only a
reason to investigate? When does fraud prevention become excessive surveillance? What values from your worldview shape your
answer?
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Al Fraud Detection

FACILITATOR GUIDE — ENGLISH

WHY THIS MATTERS NOW

Al fraud systems illustrate a central problem of automated governance: a tool designed to protect people can also constrain them. The
ethical issue is not simply privacy versus security. Students must ask whether the data used are necessary, whether risk scores are
being treated as proof, whether restrictions are proportionate and whether meaningful human review and appeal exist.

Learning Objectives

e Distinguish fraud prevention from automatic suspicion or punishment.

o |dentify the exact decision, stakeholders and ethically significant facts.

* Reason about privacy, security, proportionality, due process, fairness and responsibility.
e Evaluate whether data availability is the same as data necessity.

e Engage a serious counterargument and defend a final or conditional judgment.

Recurring Ethical Reasoning Capabilities

Define the decision — Identify stakeholders — Recognize competing values — Use case evidence — Examine outcomes
— Consider rights / duties / fairness — Surface worldview assumptions — Present the strongest counterargument —
Consider alternatives — Defend a reasoned judgment

Suggested 50-60 Minute Flow
Time Activity Facilitator Move

0-5 min Initial judgment Students choose: broad Al monitoring, limited Al
monitoring, or monitoring only with strict
safeguards.

5-15 min Data sorting Pairs classify case data as clearly relevant,
possibly relevant or difficult to justify.

15-27 min Risk vs guilt Discuss why a risk score may justify investigation
but not necessarily restriction or punishment.

27-38 min Competing positions Groups build the strongest argument for security
and the strongest argument for privacy and due
process.

38—47 min Worldview exploration Discuss dignity, freedom, trust, responsibility,

justice and the common good.

47-56 min Policy repair Students propose safeguards: minimisation,
explanation, human review, appeal, time limits and
proportional restrictions.

56-60 min Final judgment Students revise or defend their position with one
explicit principle and one case fact.

Key Tensions / Competing Values

e Security vs privacy

¢ Risk prediction vs presumption of innocence

e Data availability vs data necessity

o Efficiency vs due process

o Automated restriction vs human accountability
¢ Fraud prevention vs proportionality

o System-wide safety vs individual hardship

Worldview Exploration Prompts

e How should a society balance the common good against individual privacy?
e Does suspicion justify restriction, or only further investigation?
¢ What duties do institutions have when their protective systems can wrongly harm innocent people?
¢ What does your worldview say about truth, justice, trust and the proper limits of institutional power?
GOSPEL-INFORMED PERSPECTIVE — FOR FACILITATOR USE
A Gospel-informed reading begins with the dignity of persons rather than treating people merely as risk profiles. Justice requires truthfulness,

proportionality and fair treatment; love of neighbour supports protecting people from fraud; stewardship supports prudent use of technology; and awareness
of human fallibility cautions against giving either humans or algorithms unchecked power. A high-risk prediction should therefore not be confused with guilt,
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and systems that can significantly harm people should include meaningful accountability and avenues for correction. These ideas can be explored
alongside other worldviews without requiring a Christian conclusion.
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Al Fraud Detection

FACILITATOR GUIDE — REASONING & ASSESSMENT

Weak vs Strong Reasoning

Weak / Incomplete Stronger Reasoning

Weak: “If the bank can access the data, it should use all of it to stop fraud.” | Stronger: “Fraud prevention is important, but data use should be limited to
information that is relevant and reasonably necessary. More data may
increase surveillance without proportionate security benefit.”

Weak: “If the Al says someone is high risk, the bank should freeze the Stronger: “A risk score may justify additional investigation, but risk is not
account.” proof of wrongdoing. Serious restrictions should require proportionate
evidence and, where feasible, human review.”

Weak: “Privacy matters more than security.” Stronger: “Privacy has strong moral weight, but banks also have duties to
protect customers from fraud. The question is whether the data collected and
restrictions imposed are necessary, proportionate and contestable.”

Weak: “Using the same algorithm for everyone is fair.” Stronger: “A uniform process can still be unfair if the model relies on weak
proxies, produces unequal errors or gives people no meaningful way to
understand and challenge harmful decisions.”

Counterargument Requirement

A strong response must present the best argument against the student's own position before defending, qualifying or revising the
final judgment. Students should distinguish inconvenience from serious harm and should avoid treating either privacy or security as
automatically absolute.

Alternative Assessment Uses

e TESOL / oral communication: structured discussion using claim — reason — evidence — counterargument — response.
e Composition: 500—-700 word argumentative essay on privacy, security and human review.

¢ Business / Finance: write an ethical policy for Al fraud monitoring and account restrictions.

e Formative assessment: initial position followed by a revised judgment after data-minimisation and proportionality analysis.

Compact 4-Level Ethical Reasoning Rubric

Level Descriptor

4 — Strong Defines the precise decision; uses relevant case evidence; weighs privacy,
security, fairness and stakeholder interests; distinguishes risk from guilt; presents
a serious counterargument; considers alternatives or safeguards; defends a
coherent final or conditional judgment.

3 — Competent Identifies the main ethical issue and relevant evidence; considers more than one
perspective; gives reasons for a judgment; engages a counterargument, though
proportionality or safeguard analysis may be limited.

2 — Developing States a position with some reasons but relies on assertion or one-sided analysis;
limited case evidence; weak counterargument; little attention to necessity,
proportionality or human review.

1 — Beginning Mostly gives opinion or preference; oversimplifies the decision; minimal use of
case evidence; ignores competing perspectives; conclusion is unsupported.

Very Short Source / Context Note

This teaching case is adapted from an ERS Paper 1-B mock question on Human Rights. It uses Al-assisted fraud detection to
examine privacy, security, proportionality, due process and the ethical limits of automated restrictions. The scenario is designed for
ethical reasoning practice rather than legal or financial advice.

ERS ATTRIBUTION

Adapted from the HKDSE Ethics and Religious Studies (ERS) Paper 1-B Mock Assessment Series.
Original Mock Exam Question ID: P1B-MT-2025Q6-E2Q3-001

Primary PSI area: Human Rights | Cross-cutting context: Al / financial technology
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